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Data-Remanence Problem in SSDs

 Deleted data can remain in SSDs for indefinite time
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Data-Remanence Problem in SSDs

 Deleted data can remain in SSDs for indefinite time
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Data-Recovery Attack

e System requirement: Obsolete data must be inaccessible

1. Detach the SSD
2. Detach the chip

3. Direct access to the chip

File System
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Existing Solutions

* Why not immediately erase an invalid page?
° Erase unit: a block (> 1,000 pages)
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Existing Solutions

* Why not immediately erase an invalid page?
° Erase unit: a block (> 1,000 pages)

Target Page tCOPY=N,;q X (tREAD+t PROG)

|:| Free KC’Q 0 )
O valid i1 Copy N,,;4 Pages 1
[J invalid 2 2
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Target Block Free Block

Immediate block erasure causes
prohibitive performance and lifetime overhead



Existing Solutions

e Scrubbing [wei+, FAST'11]
o Reprograms all the flash cells storing an invalid page
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Existing Solutions

e Scrubbing [wei+, FAST'11]
o Reprograms all the flash cells storing an invalid page

Erased (1)
Target Page 8Programmed (0)
|:| Free ({
Ovalid { ! WL, (o oHoH o) - HoHoHoKo)
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& scrubbed Scrubbing: Reprogram the WL (to all ‘0’s)

Overwriting is infeasible usually,
except when the data is all 0’s
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Existing Solutions

e Scrubbing [wei+, FAST'11]

° Problem1: MLC NAND flash stores multiple pages in a WL
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Existing Solutions

e Scrubbing [wei+, FAST'11]
° Problem1: MLC NAND flash stores multiple pages in a WL

(lTarget Page

|:|ree
Do (R w  —0000 0000

[J invalid 2
[ Scrubbed 3 Page O 1
g Pagel 0 O O O « 0 0 0 O
Page 2 1 1
N-3
N-2 A VREFO VRer1 VRer2 Veers  Veera  Veers  Veere
N-1 ““\,

Target Block

MSB LSB |
111 110 100\ | {000\ & fo10\ : (011\ & [o01\ j [101)]
P2 P3| | P4 P5 P6 P7 'VTH

# of cells

Scrubbing in MLC NAND flash memory
— Destroys other valid pages = Copy overheads
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Existing Solutions

e Scrubbing [wei+, FAST'11]

° Problem 1: MLC NAND flash stores multiple pages in a WL
° Problem 2: Program interference
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Existing Solutions

e Scrubbing [wei+, FAST'11]
° Problem 1: MLC NAND flash stores multiple pages in a WL
° Problem 2: Program interference
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Existing Solutions

e Scrubbing [wei+, FAST'11]

° Problem 1: MLC NAND flash stores multiple pages in a WL
° Problem 2: Program interference
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Existing Solutions

e Scrubbing [wei+, FAST'11]
° Problem 1: MLC NAND flash stores multiple pages in a WL
° Problem 2: Program interference
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Existing solutions incur
performance, lifetime, and reliability problems
in modern NAND flash memory
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Evanesco: Outline

e Evanesco: Access Control-Based Sanitization
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Our Solution: Evanesco

* Allows a NAND flash chip to be aware of data validity
° On-chip access control to avoid access to invalid data
° Low overhead: No copy operations
° High reliability: No program interference

* Two new NAND commands: pagelL.ockand blockLock
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Evanesco: Requirements

* Keep access-permission flags in a non-volatile manner
* Access-control logic inside a NAND flash chip

 Minimal area overhead = High chip densitity is paramount
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pLock: Page-Level Data Sanitization

* On-chip access-permission flags: Spare cells in each WL

Page Data Area Spare Area

A A
4 A4 \
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pLock: Page-Level Data Sanitization

* On-chip access-permission flags: Spare cells in each WL
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pLock: Page-Level Data Sanitization

* On-chip access-permission flags: Spare cells in each WL

pLock (page0)
Page Data Area Spare Area
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pLock: Page-Level Data Sanitization

* On-chip access-permission flags: Spare cells in each WL

pLock (page0)
Page Data Area Spare Area
r A \ [ A \
QO Erased = Enabled
WL, 'O‘O‘O‘O‘ m G 0 O Programmed = Disabled
No program of data cells =2 little interference
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pLock: Page-Level Data Sanitization
* On-chip access-permission flags: Spare cells in each WL

* On-chip access control logic: Small changes to data path

Page Data Area Spare Area
A A
‘ A N QO Erased = Enabled
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pLock: Page-Level Data Sanitization

* On-chip access-permision flags: Spare cells in each WL

* On-chip access control logic: Small changes to data path
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pLock: Page-Level Data Sanitization

* On-chip access-permision flags: Spare cells in each WL

* On-chip access control logic: Small changes to data path
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Real-Device Characterization

* Using 160 real 48-layer TLC NAND flash chips
* No reliability degradation for stored data

* tPLOCK =100 ps, tBLOCK =300 ps

Evanesco: No copy operation, no reliability issues
w/ minimal changes to NAND flash chip designs

But the performance overhead is not negligible
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SecureSSD: System-Level Optimization

* To minimize the performance overhead of data sanitization
° |ssues pLock and bLock commands depending on the status of the
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SecureSSD: System-Level Optimization

* To minimize the performance overhead of data sanitization

° |ssues pLock and bLock commands depending on the status of the
target block

° Cross-layer interactions for selective data sanitization

( Application )
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File System
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lﬂ’/m lglsvcard_)lLF%s- — —

4 SecureSSD )
( ) e ~
Evanesco-Aware FTL NAND Flash DN
L2P ExtendedP Lock
Mapping G Status Mana B.doc
Table Table ger L J
\\ ] 7 ) N )y
v

Set page status to INSECURE Invalidation w/o pLock or bLock 30



Evanesco: Outline

e Data Remanace in NAND Flash-Based SSDs

e Evanesco: Access Control—-Based Sanitization

e Evaluation Results
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Results: Performance

Normalized IOPS
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Evanesco significantly reduces
performance overhead of data sanitization
(11% slowdown at most)
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Results: Lifetime

] erssD [] scrSSD B SecureSSD

HH
M

HH
M

FH
M

FH
M

Normalized WAF

i
A

MailServer DBServer FileServer Mobile

FH
M

# of physical pages written by the SSD
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p f ( ) #of logical pages written by the host system

No additional copy for data sanitization
- No lifetime overhead
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Summary of Contribution

Problem1: Long, non-deterministic SSD read latency
° Due to essential reliability management (read-retry)
° Performance degradation of data-intensive applications

Our solution: Pipelined & adaptive read-retry
° Leveraging device characteristics and ECC margin

° Reducing read-retry latency
— easy to combine with other optimizations

Problem?2: Data remanence in NAND flash-based SSDs
° Obsolete data remains intact in SSDs for an indefinite time
° Physical data destrubtion: prohibitive performance overheads

Our solution: Access control-based data sanitization
° Avoids transfer of obsolete data from NAND flash chips
° Minimal performance and reliability overheads
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